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1 A data processing method for storing or transmitting 

a plurality of object data respectively corresponding to a 
plurality of objects which compose a scene and including 
object daVa as video data or audio data, and scene description 
data which\ describes how the plurality objects compose the 
scene, said\ method comprising: 

an encryption step for encrypting at least object data 
corresponding to specified objects which are predetermined 
among the plumlity of objects; and 

a data output step for outputting respective object data 
and the scene description data to a storage medium or a 
transmission medAim. 

2. The data processing method of Claim 1, wherein 

in said data ouvtput step, encryption identifiers each 
indicating whether ot not object data of a corresponding 
object included in thfe plurality of objects has been 
encrypted, are stored YLn the scene description data and 
output to the storage inSedium or the transmission medium. 

3. The data process ingunethod of Claim 1, wherein 

in said data output step, Control information required for 
encryption is stored in the steene description data and output 
to the storage medium or the transmission medium. 
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4. %he data processing method of Claim 1, wherein 
in sai^d encryption step, only object data of the specified 
objects Xwhich is predetermined among the scene description 
data and \he plurality of object data, is encrypted. 
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5. The dat\ processing method of Claim 1, wherein 
in said encryption step, when encrypting the object data of 
the specified Objects, plural different control information 
for the respective specified objects is used as control 
information required for encrypting the respective object 
data . 

6. The data processing method of Claim 1, wherein 
in said encryption st\ep, a type of control information 
required for encrypt ior\ is changed with elapse of time after 
encryption of the object data starts. 

j/. A data processing method for storing or transmitting a 
plurality of object data respectively corresponding to a 
plurality of objects which Compose a scene and including 
object data as video data or audio data, and scene description 
data which describes how the plurality objects compose the 
scene, said method comprising:! 

a compression step for compressing object data 
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corresporiding to each of the plurality of objects which 
compose thte scene and outputting compressed object data; 

an encryption step for sequentially encrypting at least 
compressed object data corresponding to specified objects 
which are predetermined among the plurality of objects, 
according to Control information for encryption of 
respective objtect data corresponding to the specified 
ob j ec ts ; and 

a data output step for outputting respective compressed 
object data and the scene description data to the storage 
medium or the transmission medium, wherein 

in said encryption step, control information for a 
target object corresponding to object data to be encrypted 
is encrypted according to control information for an 
encrypted object corresponding to previously encrypted 
object data, and encrypted control information is added to 
the previously encrypVed object data. 



A data processing\method for storing or transmitting 
a plurality of object daVta respectively corresponding to a 
plurality of objects which compose a scene and including 
object data as video data ok audio data, and scene description 
data which describes how \he plurality objects compose the 
scene, said method comprising 

a compression step f or\compressing object data 
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corre&ponding to each of the plurality of objects which 
compose the scene, and outputting compressed object data; 

an Encryption step for sequentially encrypting at least 
compressed object data corresponding to specified objects 
which aik predetermined among the plurality of objects 
according \to first control information for encryption; and 

a dataoutput step for outputting respective compressed 
object data\and the scene description data to the storage 
medium or tt^e transmission medium, wherein 

said encryption step includes encrypting the first 
control information according to second control information 
for encryption ,\ dividing encrypted first control information 
into a plurality of information parts respectively 
corresponding tA the specified objects, and adding the 
plurality of information parts to the object data of the 
specified objects\ respectively. 

A data processing apparatus for storing or transmitting 
a plurality of objecA data respectively corresponding to a 
plurality of objects Wich compose a scene and including 
object data as video datk or audio data , and scene description 
data which describes hoWv the plurality objects compose the 
scene, said apparatus comprising: 

a plurality of data Compression means respectively 
provided for the plurality\of objects, for compressing 
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respeclive object data and outputting respective compressed 

object aata; 

multiplexing means for multiplexing the scene 
description data and the respective compressed object data 
as individual streams and outputting a multiplexed bit 
stream; ana 

encryption means for encrypting individual streams in 
the multiplied bit stream which correspond to specified 
objects which are predetermined among the plurality of 
objects, to pVoduce an encrypted bit stream, wherein 

the encrjteted bit stream is output to the data storage 
medium or the Aata transmission medium. 
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description data and the respective object data have been 

encryptedX and 

a reproduction step for decrypting encrypted data of 
the encrypt^! bit stream and displaying respective object 
data, according to a decision result of said decision step. 
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11/. A data processing apparatus which reads an encrypted 
>it stream fromla storage medium or receives the encrypted 
bit stream through a transmission medium and performs 
reproduction of the encrypted bit stream, the encrypted bit 
stream being obtained by encrypting at least object data 
corresponding to specified objects which is predetermined 
among a plurality of Object data respectively corresponding 
to a plurality of objects which compose a scene a,n^ including 
object data as video datior audio da/ta\ and sp^ne description 
data which describes ho* the plurality x5f objects compose 



the scene, said apparatu^ comprii 

.ng encrypted scene 
\ct data included in the 
encrypted bit stream according to ^ first control signal, 
to produce decrypted data; 

display means for displaying the scene based on the 
decrypted data according to a\ second control signal; and 
control means for controll\ng said decryption means and 
said display means by using th^y first and second control 



decryption means f or\ dec^ypj 
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signals Nso that reproduction including decryption of the 
encryptecK data and display of respective object data is 
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A data storage medium which contains a data processing 
program for making a computer perform data processing for 
a plurality of object data respectively corresponding to a 
plurality of objects which compose a scene and including 
object dat\as video data or audio data, and scene description 
data which describes how the plurality objects compose the 
scene, said cnata processing program comprising: 

an encryp\ion step for encrypting at least object data 
corresponding toXspecif ied objects which are predetermined 
among the plurality of objects; and 

a data output s\ep for outputting respective object data 
and the scene description data to a storage medium or a 
trans miss ion medium . 



A data storage mediun^for storing digital data used for 
reproducing a scene, wherein 

said digital data includes a plurality of object data 
respectively corresponding to\a plurality of objects which 
compose the scene and including object data as video data 
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or audi©' data, and scene description data which describes 
how the ^.urality objects compose the scene, and is obtained 
by encrypting at least object data corresponding to specified 
objects whifch is predetermined among the plurality of object 
data and the\scene description data 
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A data processing metWod which reads an encrypted bit 
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stream froto a storage medium or receives the encrypted bit 
stream thrbugh a transmission medium and performs 
reproduction of the encrypted bit stream, the encrypted bit 
stream being\ obtained by compressing a plurality of object 
data respectively corresponding to a plurality of objects 
which composeW scene and including object data as video data 
or audio data] to produce a plurality of compressed object 
data, and by Encrypting at least compressed object data 
corresponding Ito specified objects which is predetermined 
among the plurality of compressed object data and scene 
description datSa which describes how the plurality of objects 
compose the sc«|ne, said method comprising the steps of: 

deciding whether or not compressed and encrypted object 
data corresponding t^the specified objects is reproducible ; 
and 

performinglrepXiAction of all object data including 
decryption of trie compressed and encrypted object data 
corresponding tolthe specified objects, and decompression 
and display of the respective compressed object data when 
deciding that the\ compressed and encrypted object data is 
reproducible 

The daVa processing method of Claim 15, wherein 
when deciding that the compressed and encrypted object 
data is reproducible, the compressed and encrypted object 
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data corresponding to all the specified objects can be read 
from the storage medium or can be received through the 
transmission medium. 

17. The data\processing method of Claim 15, wherein 
when deciding that the compressed and encrypted object 

data is reproducible, the scene description data has been 
read from the storage medium or received through the 
transmission mediiim, and the compressed and encrypted object 
data corresponding Vo all the specified objects can be read 
from the storage meldium or can be received through the 
transmission medium A 

18. The data processing method of Claim 15, wherein 
when deciding thatVhe compressed and encrypted object 

data is reproducible, tl)e scene description data has been 
read from the storage medium or received through the 
transmission medium and all object data including the 
compressed and encrypted oBject data corresponding to the 
specified objects can be read from the storage medium or can 
be received through the transmission medium. 

19. The data processing method of Claim 15, wherein 
when deciding that the compVessed and encrypted object 

data is reproducible, the scene description data and object 
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data corresponding to all objects which compose the scene 
have been read from the storage medium or received through 
the transmission medium. 



2(K\ A data processing method which reads an encrypted bit 
streim from a storage medium or receives the encrypted bit 
stream through a transmission medium and performs 
reproduction of the encrypted bit stream, the encrypted bit 
stream bfeing obtained by compressing a plurality of object 
data respectively corresponding to a plurality of objects 
which compose a scene and including object data as video data 
or audio datV, to produce a plurality of compressed object 
data, and by \encrypting at least compressed object data 
corresponding Vo specified objects which is predetermined 
among the plurality of compressed object data and scene 
description data Which describes how the plurality of objects 
compose the scenA, said method^comprising: 

a data production step f orl dedsrv^ting the encrypted bit 
stream to produce cbmpressed o\j^b\ data corresponding to 
the specified objects ; and 

a decompression Vtep for decompressing compressed 
object data corresponding to all objects which compose the 
scene, to produce restored object data, wherein 

in said decompression step, the restored object data 
corresponding to all objects is written onto reference 
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memories and read from the reference memories in such a way 
that: the restored object data is subjected to secondary 
encryption beforA it is written onto the reference memories 
and the restored otoject data is subjected to decryption for 
decrypting the secondary encryption after it is read from 
the reference memories . 
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A data proceseing method which reads an encrypted bit 
stream from a storage medium or receives the encrypted bit 
stream through a transmission medium and performs 
reproduction of the enirypted bit stream, the encrypted bit 
stream being obtained By compressing a plurality of object 
data respectively corresponding to a plurality of objects 
which compose a scene and! including object data as video data 
or audio data, to produce a plurality of compressed object 
data, and by encrypting at least compressed object data 
corresponding to specified objects which is predetermined 
among the plurality of compress ed^oJ^ject data and scene 
description data which describes Ijfow the^J^Trality of objects 



compose the scene, said method v OItl R 
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a data production step ^or 
stream to produce compressed obj^t data corresponding to 
the specified objects; and 

a decompression step fori decompressing the compressed 
object data corresponding to a\ll objects which compose the 



scene, to produce\ restored object data, wherein 

in said decompression step, restored object data of the 
respective objects Vsfwritten onto corresponding reference 
memories and read from the corresponding reference memories 
in such a way that each of the restored object data is written 
onto a corresponding reference memory after it is subjected 
to secondary encryption and each of the restored object data 
is read from the corresponding reference memory and then 
subjected to decryption for decrypting the secondary 
encryption . 



22/. A data processing lapparatus which reads an encrypted 
>it stream from a storage medium or receives the encrypted 
bit stream through a transmission medium and performs 
reproduction of the encrypted bit stream, the encrypted bit 
stream being obtained by 'compressing a plurality of object 
data respectively corresponding to a plurality of objects 
which compose a scene and including object data as video data 
or audio data, to produce a pluralitj^of compressed object 
data, and by encrypting at least 
corresponding to specif iedl objed 
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among the plurality of compressed object 

description data which describes hcj^the plurality of objects 
compose the scene, said apparatus >6ompr is ing : 

decryption means for decrypting the encrypted bit 
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the plurality! of objects compose the scene, said method 
comprising: \ 

extracting the scene description data from the 
encrypted bit stream; and 

limiting display such that an image based on the object 
data corresponding to each of the specified objects is 
prevented from being displayed individually, according to 
the scene description data. 

*Zp/. A data processing method which reads an encrypted bit 
stream from a storage medium or receives the encrypted bit 
stream through a transmission medium and performs 
reproduction of the encrypted bit stream including display 
of an image, the encrypted bit stream being obtained by 
encrypting at least oblect data corresponding to specified 
objects which is predetermined among a plurality of object 
data respectively corresponding to a plurality of objects 
which compose a scene and Including object data as video data 
or audio data and scene description data which describes how 
the plurality of objects compose «Jie /Scene, said method 
comprising the steps of: \ \\/\ 

deciding whether or noV encHptted object data 
corresponding to all the spefcif iedAob jects has been 
decrypted; and \ 

displaying the image base)d on the object data 
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corresponding to tlhe/ 3pep-if ied objects when deciding that 
the encrypted object J4ta corresponding to all the specified 
o&i^cts has been d&clryated. 




